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V) CCDCOE

 Cooperative Cyber Defence Centre of
Excellence

e NATO (DResearch section
— NATO’s cyber defence capability

— to provide insight, subject matter expertise, and
assistance to NATO on various aspects of cyber
defence.

* “International Cyber Conflict Legal and Policy
Conference”



Old town in Tallinn




“International Cyber Conflict Legal and
Policy Conference”

e “Cyber Conflict”
— Legal and Policy
o [HAN—BF | ETM/\—ns
— [ AN\—EFDRHIT
o TR F4Tv—FILELNDIEERGE
« GOUENDX(IFHRIREAVICEHR)
e CWHFI
— LinkedIn@ Group




Day0 “Boot Camp”

09:00 Lecture 1 — Frameworks for International
Cyber Security (Eneken Tikk, CCD COE)

9:20- “Cyber Attacks and Law of Armed Conflict”
(Thomas C Wingfield)

11:25 “Criminal Law and International Criminal
Cooperation” (Markko Kiinnapu, Estonian Ministry of
Justice)

12:20 “ Critical Information Infrastructure
Protection Law” (Maeve Dion-Geroge Mason
University)



Day0 “Boot Camp”-cont.

e 14:00 Cyber Law in the US (Dan Ryan)

e 15:15 EU Information Society Legal
framework (Eneken Tikk, CCD )

visiting bronze soldier
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Day 1 Sep.9.
“Estonian Experience”

9.00 Session Zero: Setting the Stage
— Welcoming Remarks by Col lImar Tamm (CCD COE)

9.10 Keynote Address by H.E. Toomas Hendrik llves,
President of the Republic of Estonia(1~y T —Y T
BEm] gE

10.00 Keynote Address by M Gen Glynne Hines,
Director NATO HQC3S

10.20 Frameworks for International Cyber Security:

Underlying Concepts for the Conference, by Ms.
Eneken Tikk, CCD COE



Day 1 “Estonian Experience”-cont.

e 11.15 Session 1: Country Reports on Cyber Security
Strategy
e Moderator: Mr. Kenneth Geers, CCDCoE

— “Estonian Cyber Security Strategy after Lessons from 2007”
National Response

e By Ms. Heli Tiirmaa-Klaar, Ministry of Defense

— “Sweden’s Approach to National Cyber Security”
e By Mr. Per Oscarson, Swedish Civil Contingencies Agency

— “Cyber Security Strategy of the United Kingdom”
e Wg Cdr Adrian Frost

— Q&A :Sweden DH;RIL. IP address = PlIELNDTULNS K&
LN E ]



Day 1 “Estonian Experience”-cont.

e Session 2: Autopsy of a Cyber Conflict

e Moderator: Ms. Maeve L. Dion, George Mason University Center
for Infrastructure Protection

— Lawyer’s Look at a Cyber Incident

e By Prof. Daniel Ryan, USA, National Defense University,
Information Resources Management Center

— Cyber Conflict in Bits and Bytes
e By Dr. Bret Michael, USA, Naval Postgraduate School

— Industrial Control Systems Perspective
* By Mr. Joe Weiss, USA, Industry Expert on Control Systems
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Day2 Sep.10 “Seminar”

e Session 3: Cyber Security Institutionalized — Pieces of an

Effective Defence

— Model International Organizations’ Legal and Policy Approaches to
Cyber Incident
* by Ms. Eneken Tikk, Estonia, CCD COE
— IPaddressl&, /NTYwOT—REDH, BEADBEEDWE DKM E—#E
— 10.00 ICANN’s Developments in the Field of International Cyber
Security
* By Ms. Yurie Ito, Japan, Director of Global Security Programs for ICANN
— 11.00 Public-Private Partnerships and National Input to International
Cyber Security
* By Ms. Maeve Dion, USA, GMU CIP

e 13.00 Session 4: Breakout



A EE7SC & EFBESNSH & EFELLCE
TECH-LAW-POLICY RELATIONSHIP

TECHNOLOGY | the Possible*

POLICY | the Preferable*

LAW | the Permissible®




EDARTS L
LAW OF CYBER CONFLICT

information
society law

DOAvacy

slas ©-commerce

e-government

access to public information
domain names

it procurements

criminal law of armed
law conflict

criminal proceodings

crimes

wiretapping Jusan bello




e IE

AREAS OF CYBER INCIDENT MANAGEMENT

DIPLOMACY || INTELLIGENCE || MILITARY || POLICY || LAW || ECONOMICS




Day3 Sep.11.”"Wrap up”

— 9.00 Enhanced Frameworks for International Cyber
Security

 Moderator: Prof. Thomas C. Wingfield, US Army Command and
General Staff

— Law Enforcement Perspective

e By Dr. Thomas Ramsauer, Germany, Federal Ministry of Interior
National Defence Law

— Government’s Perspective
e By Mr. Lauri Almann, Estonia, Aare Raig Attorneys-at-Law

— Information Society Law / User Perspective
e By Prof. Lilian Edwards, UK, University of Sheffield



Day3 Sep.11."Wrap up”-cont.

e 11.45 Observers’ Comments and Conclusions

e Moderator: Prof. Julie Ryan, USA, George Washington
University

— Mr. Jason Healey, USA, Cyber Conflict Studies
Association

— Mr. John Bumgarner, USA, Research Director for

Security Technology, U.S. Cyber Consequences
Unit
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Estonia 2010

e CCD CoE Conference on Cyber Conflict June
15-18, 2010

o I TIZCFPMTTWLWVET (11AKRETTY)
— http://www.ccdcoe.org/conference2010/272.html
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